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Online Learning Modules and Pathways 

Short easy-to-assimilate interesting content 

Mindgrove’s Learning Modules are typically one to two-hour self-paced study units delivering 
knowledge in a concise, graphical and interesting way. They’re a low-cost way of tackling a subject 
without the expense and time issues of attending face-to-face training. And, best of all, you get the 
same top content that our trainers deliver in the classroom, but at a time and place to suit you. 

Live now – good to go 

All the modules in these notes are live now and hosted on our Oracle/SAP Litmos platform that is 
achieving better than 98% available uptime. Other topics are in preparation. 

You can access our platform from anyplace and at any time you have a network and the learning 
works from any device – phone, tablet or screen – as the content is responsive and self-organising. 

The connection is secure (https) and you only need a browser (Edge, Chrome, Internet Explorer, or 
Firefox for WINDOWS, or Safari or Chrome for MAC) to access content. No other software is required. 

Learner interface – easy to use 

The learner interface is very sophisticated enabling you to navigate, communicate and engage in the 
learning process. Everyone has free access to orientation courses to help get them get off the ground. 
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Knowledge building and activity 

There is practical work associated with every single module of learning and this comes in three 
forms, the precise mix depending, in turn, on the subject matter:  

▪ Knowledge Checks run in line with your learning and test your knowledge at that point in 
time. A typical module will have a knowledge check about every 10 - 15 minutes of study. 

▪ Quizzes are timed and scored multi-question tests. A pass mark of 80% is set for all 
quizzes. Quizzes are separate modules that lock you in until a test is complete. Your score 
results and an ability for you to review your results are included within each quiz. 

▪ Case studies are practical work that you have to complete by studying material and then 
taking a timed quiz or submitting your written answers to an assigned tutor. 

Predictable low costs 

Learning modules are charged at £35 per ‘rated hour’ of on-line study content. The rated hour rating 
for individual modules is the average time we would expect an average professional to complete the 
study for that module, however, some learners might need a bit more time and some learners might 
take a bit less. By using the rated hour concept everyone pays the same fair price irrespective of their 
speed or chosen hours of working. The hour rating also corresponds to the time shown on your 
personally named attendance certificate. VAT is payable (and reclaimable) when the course is 
purchased and invoiced within the UK. 

CPD/CPE and course completion 

All modules, on completion, allow you to download a personalised, numbered attendance certificate 
that states the number of rated hours of on-line study content. This is done when a module is fully 
completed, including any knowledge content checks, quizzes or practical work. You can use the 
attendance certificates as proof of activity to support a variety of CPD/CPE programmes. 

Learner numbers and teams 

A few courses have a maximum number of delegates that are permitted to be active at any one time. 
This currently only applies to the Full Audit Report Writing Learning Pathway. 

Most courses have no number limits but where there are more than ten delegates from one 
organisation a Team can be created and you or one of your colleagues can be made Team Leader to 
help capture information about the progress of the team. A Team Leader can also assign learning 
units, to control the number of learners assigned to any single unit of learning at any one time. 

Platform language and accessibility 

The content is authored in British English, but some variations in spelling in words that include is or iz 
(authorize, authorise) are included as the content will be read by an International Audience. 

Your navigation of the dashboard and in between units is in English, but other languages are available, 
on request, if it would help you to use the platform. More than twenty navigation languages are 
currently supported. 
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Modules available now 

Note: 

All modules are designed to enhance competencies within the IIA Global and other competency 
frameworks, and all are accompanied by a named and numbered personal completion certificate to 
support CPD/CPE learning log requirements. 

All modules include: Downloadable Post Completion Summary Support Notes, Key Audit and Review 
Questions; Knowledge Checks; Quizzes and Practical Work according to the subject matter of the 
module. 

 
1.0 Configuration and Change Management: An introduction for Auditors and Reviewers 

The objective for this learning unit: To help you understand IT Configuration and Change 
Management. This objective is important to: help you build up Basic IT Audit knowledge; help you sell 
meaningful conclusions stemming from your IT Audits, and to assist your personal development in this 
critical area of technology. 

The stability of modern IT Systems is heavily dependent on making changes at the right point in time. 
Organisations need to move fast enough to benefit from a change, but not so quick as to permit 
untested changes to go into live operation. And, some organisations have rushed into change only to 
discover, with the cleverness of hindsight, that a little more checking could have averted a clumsy 
disaster. 

This module explains what Configuration Management and Change Management set out to do and 
how these managed disciplines bring benefits to the organisation, the module also explores the key 
questions that auditors and reviewers will want to explore. 

The module includes a course notes summary and a key question list for auditors, includes a passing 
out quiz and is accompanied by a completion certificate to support your CPD/CPE personal learning 
log requirements. The course is aligned to ITIL - the framework for best practice standards for service 
selection, delivery and support. 

Course: CCM-AUD-001 Duration: 1.0 hour Cost £35 
  
 
2.0 Logical Access Control: An introduction for Auditors and Reviewers 

The objective for this learning unit: To help you understand the basics of Logical Access Control and 
User Administration as a key risk prevention strategy for organisations and introduce the audit of 
Logical Access Control. This objective is important: To help you build up Basic IT Audit knowledge; help 
you sell meaningful conclusions stemming from your IT Audits, and to assist your personal 
development in this critical area of technology. 

This module explores and explains the basics of Logical Access Control and shows how it is part of a 
hosted multi-layer security approach within modern systems. It explains how systems Register, 
Identify, Authenticate and Authorise users before admitting them to live systems. It also provides a 
simple introduction to multi-factor security and biometrics, and the granting of access to resources via 
roles and permissions and how the process of user administration should function. 

Additionally, this module explores the creation and use of logs and event trails. 

The module includes a course notes summary and a key question list for auditors, includes a passing 
out quiz and is accompanied by a completion certificate to support your CPD/CPE personal learning 
log requirements. The content is aligned to ISO 27002 - The Standard for Information Security. 

Course: LAC-AUD-001 Duration: 2.0 hours Cost £70 
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3.0 Continuity Management and Disaster Avoidance: An introduction for Auditors and 
Reviewers 

The objective for this learning unit: To provide an outline and overview of the planning, creation, 
management and update of organisational continuity and disaster recovery processes, and an 
introduction to the audit of continuity and disaster recovery processes. 

The content of this training and learning is designed to be suitable for all staff within internal audit, 
compliance and risk functions and can be used to help scope a risk-based review of Business 
Continuity and Disaster Recovery. However, due to the heavy dependence of modern organisations on 
technology, the content is skewed toward IT Continuity and Disaster Management. 

The module introduces the key terminology used in these fields and shows the relationship between 
ISO 27031 and ISO 22301, it then goes on to show the key phases of activity involved in planning, 
evaluating, building and testing disaster and continuity plans. The module also includes key questions 
that an auditor or reviewer would want to ask. 

The module includes a course notes summary and a key question list for auditors, includes a passing 
out quiz and is accompanied by a completion certificate to support your CPD/CPE personal learning 
log requirements. The content is aligned to ISO 27031 and ISO 22301 - Standards relevant to 
Continuity and Disaster Management. 

Course: CMDM-AUD-001 Duration: 1.5 hours Cost £52 
 
4.0 Cloud Based Services: An introduction for Auditors and Reviewers 

The objective for this learning unit: To provide an outline and overview of the management of cloud-
based services and an introduction to the audit of cloud-based services. 

This objective is important: to help you build your IT Audit knowledge; to help you sell meaningful 
conclusions stemming from your IT Audits; and to assist your personal development in this critical and 
growing area of technology. 

Increasingly organisations are hosting cloud content or providing cloud-based services to their 
customers, staff and stakeholders and accordingly auditors and reviewers need to become familiar 
with the terminology and concepts surrounding cloud-based services and understand the way to gain 
assurance about these services. 

The module is pitched at Internal Auditors and Reviewers and does not assume any IT knowledge it 
defines all the everyday key terminology that an auditor will encounter talk through the benefits and 
risks associated with cloud technology, and sieve through the key questions that an auditor will raise 
about cloud-based services. 

The module includes a course notes summary and a key question list for auditors, includes a passing 
out quiz and is accompanied by a completion certificate to support your CPD/CPE personal learning 
log requirements. The content is aligned to ISO 27002 and NIST best practices. 

Course: CBS-AUD-001 Duration: 1.0 hours Cost £35 
 
5.0 Agile Software Project Management: An introduction for Auditors and Reviewers 

The objective for this learning unit: To know and understand more about Agile Software Project 
Management at both a simple level and at a scaled-up level and to help you extend your risk-based 
audit activities to include this theme. 

These objectives are important: to help you build up IT Audit knowledge; help you sell meaningful 
conclusions stemming from your IT Audits; and assist your personal development in this critical area of 
technology. 

The content of the module includes key terminology, the differences between formal and agile 
methods, the details and roles behind SCRUM, KANBAN, SAFe (at four different levels) and DevOps 
and includes key questioning strategies for auditors. 
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The module includes a course notes summary and a key question list for auditors, includes a passing 
out quiz and is accompanied by a completion certificate to support your CPD/CPE personal learning 
log requirements. 

Course: ASD-AUD-001 Duration: 1.0 hours Cost £35 
 
6.0 Process Automation: An introduction for Auditors and Reviewers 

The objective for this learning unit: To provide an introduction and overview of Process Automation 
including the audit of this growing area of technology.  

This objective is important: to help you build up IT Audit knowledge; help you sell meaningful 
conclusions stemming from your IT Audits; and assist your personal development in this critical area of 
technology. 

In this module, you will be introduced to the language of Automation and Robotics and be given an 
insight into the terminology and nature of operations within the fields of Automation, Artificial 
Intelligence, Robotics and Machine Learning. 

The module will also explore how automated workflows are appearing in finance and general service 
operations, some basic ideas of how workflow tools are deployed, how applications are joined 
together to form a workflow, and digs into how machine learning works and the key questions that an 
auditor might explore when the design, test and operation of automation and machine learning within 
businesses. 

The module includes a course notes summary, includes a passing out quiz and a key question list for 
auditors and is accompanied by a completion certificate to support your CPD/CPE personal learning 
log requirements. 

Course: PA-AUD-001 Duration: 1.5 hours Cost £52 
 
 
7.0 Root Cause Analysis: An introduction for Auditors and Reviewers 

The objective for this learning unit: This learning unit will help you learn how to systematically go 
about finding the cause behind an issue or problem, help you to generate evidence that you can use to 
encourage management to fix issues in a manner that will be sustainable, and help you understand 
how an audit methodology can deliver more value to management by including root cause 
information in dialogues and reporting. 

These objectives are important to: help you build up your Audit knowledge; help you sell meaningful 
conclusions stemming from your Audits, and to assist your personal development in this critical field 
of understanding.  

This module explores and explains the basics of Root Cause Analysis (RCA). It introduces all the key 
terminology used within RCA such as proximate cause, root cause, secondary and exacerbating cause 
and goes on to show several alternative approaches to Root Cause Analysis including cause-effect 
modelling, five whys modelling, Ichikawa fish-bone modelling, and six-question modelling. 

The module includes multiple examples of root cause analyses and compares the differences between 
soft and hard causality. 

The module includes multiple knowledge checks, multiple graphic images, a short piece of practical 
work, a course key-notes summary, includes a passing out quiz and is accompanied by a completion 
certificate to support your CPD/CPE personal learning log requirements. 

Course: RCA-AUD-001 Duration: 2.0 hours Cost £70 
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8.0 Summary Writing for Auditors and Reviewers – including tutor assessment and 
feedback – a tutor supported course 
 

Most internal audit, compliance, governance and risk reports include a section called the 'Executive 
Summary' or 'Summary' and this, in turn, may include: Background Data; the Objectives, Purpose and 
Scope, or Reasons for the Review; and, a Summary of Key Findings and Conclusions. 

This learning module explores summaries and their construction and helps you to develop the skills 
needed to create a good Summary. 

The objectives for this learning unit: To learn about time-tested strategies that can be used to create 
a summary, digest or abstract and to help you to generate clear, concise, to-the-point summaries that 
inform senior management about core issues and what is being done about them. 

These two objectives are important to help you build and improve your writing knowledge and skills, 
help you provide a meaningful narrative to a broad audience about your audit or review results, and 
to assist your personal development in this critical field of understanding. 

In this module you will be introduced to the problem of summarisation and how to deploy time-tested 
strategies to help ‘tell a story’ that are clear, to-the-point and that inform a wide readership.  

Techniques for removing repetition, improving readability and achieving simplicity in writing, along 
with advice and examples of summaries from a range of topics are included within the programme.  

The advice given in this learning unit will probably be useful to learners beyond the immediate context 
of risk, compliance, governance and control. 

The module includes multiple knowledge checks, four pieces of written practical work for submission 
and feedback, a course key-notes summary, a checklist and a completion certificate to support your 
CPD/CPE personal learning log requirements. 

This programme further enhances your competencies within the IIA Global competencies framework 
and is accompanied by a completion certificate to support your CPD/CPE personal learning log 
requirements. Other professional bodies may also accept the completion certificate as evidence of 
CPD/CPE attainment. 

 

Course: PA-AUD-001 Duration: 2.5 hours Cost £100 
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Full Audit Report Writing Learning Pathway 

1.0 Internal Audit Report Writing: - a complete tutor supported course 

A complete and up to date audit report writing course that aligns to best practice. It embraces trends, 
logical layout and layout guidance, summary writing and many other key skills. The course was 
developed by Mindgrove, the UK's leading audit report writing skills developer. 

The objectives for this learning pathway. When a learner has completed all fourteen modules of this 
course, including the reading, knowledge checks and quizzes, and has submitted all the course 
practical work for tutor comment and feedback, they will be able to: 

 

▪ Write a report empathising with target audiences’ requirements; 

▪ Bring into play structured writing techniques that maximise acceptance of the audit 
viewpoint; 

▪ Apply thinking and writing strategies to maximise conciseness, precision, readability 
and clarity; and 

▪ Self‐check own work to help minimise oversight overheads and Implement writing 
techniques that improve the value outcome of an audit. 

 

These objectives are important: to help meet audit report readers’ requirements; sell audit 
conclusions; improve comprehension (of the reading audience); improve reading efficiency (of the 
audience); and to minimise rework (by the audit team or audit team managers).  

This course will also help the learner to acquire further competencies within the IIA Global 
competencies framework. 

The module includes a course notes summary for each module, additional learning support downloads 
and is aligned to internal audit professional practice framework guidelines (IPPF). 

 

Full details of this course are available separately on request. 

 
 

 
Learning Pathway: IARW-AUD-001 Duration: 13-16 hours Cost £360 
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